MELBOURNE
POLYTECHNIC

Privacy Policy

Section 1 - Purpose

(1) The purpose of this Policy is to:

a. Define Melbourne Polytechnic’s (MP) obligations for handling, personal sensitive information together referred
as Personally Identifiable Information (PIl) and/or health information referred as Protected Health Information
(PHI) of former, current and prospective employees, students, visitors and all individuals with whom it has
business dealings;

b. Outline MP employees’ obligations and encourage all employees to take a proactive approach to privacy; and

c. Detail MP’s obligations for investigating and responding to individuals’ complaints related to privacy
incidents/breaches.

Section 2 - Scope

(2) This Policy applies to the collection, use, disclosure, storage and disposal of all Pll & PHI that MP holds regarding
MP’s former, current and prospective employees, students, officers including board members and external committee
members, contractors, volunteers, visitors, all individuals with whom it has business dealings; and persons who visit
MP’s website or social media accounts (who may be referred to throughout this Policy as “you” or “your”). This Policy
also refers to procedures addressing unauthorised access, modification or loss of Pll & PHI.

Section 3 - Policy

Policy Statement

(3) MP is committed to the responsible management of all the Pll & PHI it holds. This commitment arises not only from
the obligation for MP to comply with its legal and regulatory requirements but also in recognition of MP respect for the
privacy rights of the members of its community.

(4) In undertaking its core functions of teaching and research, and in conducting the activities which support these
functions, MP will balance the public interest in the free flow of information with the protection of the PIl & PHI that MP
collects.

Policy Principles

(5) MP recognises that privacy governance plays a critical role in:

Identifying and protecting PIl & PHI held by MP;

Supporting and promoting accountability and transparency;
Supporting information confidentiality, integrity and availability;
Promoting efficient work practices; and

m e n T o

Supporting best business practices that align with MP’s strategic direction and Victorian privacy compliance
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obligations.
Policy Topics
Privacy Standards

(6) This Policy will be guided by the following standards:

a. Proactive privacy - MP is proactive in its approach to privacy protection by anticipating and preventing invasive
events before they occur;

b. Privacy by design - MP embeds privacy considerations into the design and architecture of information
technology systems and business processes;

¢. MP collects, uses, discloses and manages all Pll & PHI as MP records in accordance with the relevant legislation
(see Appendix A - Relevant Legislations).

Collection

(7) MP collects, manages and shares your information as required to undertake its operational functions and related
activities. More information on the areas/functions in which your Pll & PHI may be collected (see Appendix B).

(8) MP is only permitted to collect your Pll & PHI in a transparent, lawful, fair manner that is not unreasonably
intrusive.

(9) MP collects your personal and health information:

a. Where necessary and relevant to MP’s functions and activities; or
b. Where required by law; or
c. Where you or your authorised representative have consented.

(10) MP is only permitted to collect your sensitive information where you or your authorised representative have
provided consent, or where the collection:

a. Is required by law;

b. Is otherwise authorised under the Privacy and Data Protection Act 2014 (Vic) or the Health Records Act 2001
Vic).

(11) When collecting PIl & PHI directly from an individual, whether by verbal, written or electronic means, MP will take
all reasonable steps to ensure that the individual providing such information is made aware of how their information
will be used and with whom it might be shared or communicated in an appropriate collection statement or consent
notice when applicable.

(12) In relation to the handling of your Pl & PHI by MP, further information is available in Current & Prospective
Employees Personal Information Privacy Statement, the Board & Committees Privacy Statement and the Student
Privacy Statement.

(13) The Senior Freedom of Information (FOI) & Privacy Advisor will develop and maintain a series of collection
statements to inform individuals of the ways in which MP uses and discloses, and may reasonably anticipate MP to use
or disclose, their PIl & PHI.

(14) MP will take all reasonable steps to not collect Pl & PHI from individuals, if it is reasonable and practicable to
transact with them without collecting this type of information.
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Use and disclosure

(15) In the course of its activities, MP will take all reasonable steps to only use Pl & PHI collected for:

a. The primary purpose of collection; or

b. A related secondary use reasonably anticipated by the individual; or
¢. Where an individual has consented; or

d. Where authorised by law.

(16) MP’'s employees and associates are only permitted to access relevant Pll & PHI to the extent necessary to perform
their job.

(17) MP will not share your PIl & PHI with other third parties except:

a. When disclosure is required for MP to conduct its activities and functions as defined in Appendix B; Please note,
a non-exhaustive list of such disclosures is provided in Appendix C.

b. As required or authorised by law;

¢. With governmental or educational agencies where release of that information is relevant to the proper work of
the particular organisation.

d. With your prior consent. Authorised disclosures of relevant parts of your personal information with your consent
will be made to organisations nominated by you for an identified purpose as listed in Appendix C.

(18) These recipient organisations and contracted service providers are required to keep personal information
confidential and provide the same privacy safequards as MP does.

Data security and disposal

(19) MP takes all reasonable steps to:

a. Protect information it holds from misuse, loss and unauthorised access, modification and disclosure, including
through software safeguards and controls, restricted access and assignment of roles and responsibilities;

b. Ensure all information is destroyed or permanently de-identified when it is no longer needed by MP in
compliance with the Public Records Act 1973 (Vic), MP Records Management Policy and all relative legislations.

(20) MP takes all reasonable steps to ensure its contracted service providers comply with all privacy laws that apply to
MP.

Anonymity

(21) Where practicable and lawful, you may interact with MP anonymously (and you can use a pseudonym as long as
you tell MP that it is a pseudonym). However, this will limit MP’s ability to assist you or provide services to you.

a. For example, if you choose to:
i. Make a complaint anonymously, MP will be unable to contact you, seek further information, or let you
know the outcome of any complaint process if the complaint is investigated in compliance with the
Student Complaints and Appeals Policy or Fraud and Corruption Prevention Policy; or

ii. Make course enquiries anonymously, MP will be unable to facilitate your enrolment in a course or provide
related services.

Accuracy

(22) Generally, MP relies on you to provide accurate information and to notify MP if you believe that information is
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inaccurate, incomplete or outdated. MP will take reasonable steps to remedy this after being notified.
Access and correction

(23) An individual has the right to request that MP provides them with access to, or an opportunity to correct their Pl
& PHI held by MP, by contacting the relevant department or person listed in the Access & Correction Request table.

TO ACCESS OR CORRECT

INFORMATION

If you have queries,
questions complaints or
others and you are:

a. Domestic Students:
enrolment or contact
details

b. International onshore
students: enrolment or
contact details

¢. Current students:

Counselling

Disability support

Gym membership
Recreational activities
including Student Life at
MP (SLAM), sport and
excursions

d. Prospective or former
students: contact details

Current students:

Attendance

Special consideration

Training and assessment

Library access and
borrowing

Prospective, current or
previous employees

CONTACT DETAILS

Student Hub

Complete the online request form at
https://melbournepolytechnic.secure.force.com/ComplaintsProStudentEnquiry and attach
evidence as required

Your Teachers, Program Leads, or Academic Managers
Your teacher will provide contact details on request

Manager Library and Learning Skills
Post: Locked Bag 5, Preston VIC 3072
Email: library@melbournepolytechnic.edu.au

Executive Director, People, Culture and Corporate Services
Post: Locked Bag 5, Preston VIC 3072
Email: info@melbournepolytechnic.edu.au

(24) MP may refuse access where required or authorised by law. In some cases, MP may advise you to make a request
in accordance with the Freedom of Information Act 1982 (Vic) (such as where your request involves information

regarding third parties). See MP’s factsheet regarding freedom of information, available on our corporate website.

(25) To protect your privacy and the privacy of others, MP requires appropriate evidence of your identity and/or proof
of accurate and current delegation before it can consider a request for access or correction.

Data Subject Rights of European Economic Area/United Kingdom Residents

(26) In addition to the rights of access and correction above and subject to any conditions and exemptions in the
GDPR, MP will respect the rights of residents of the European Economic Area and the United Kingdom to:

a. Object to processing of their PIl & PHI;
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b. Request suspension of processing of their Pll & PHI;

¢. Transfer their Pll & PHI held in electronic form to them or a third party in a structured, commonly-used,
machine-readable form; or

d. Withdraw their consent to processing where MP’s right to process is based only on their consent.

Transfer of Pll outside Victoria or Australia

(27) Your information may be transferred outside Victoria or outside Australia where:

a. You or your authorised representative have consented,;
b. It is necessary to perform services for you;

c. MP has taken reasonable steps to ensure the information will be handled consistently with Victoria's privacy
laws; or

d. Where required or permitted by law.

(28) Consent may be implied in certain circumstances, such as where you are studying or working outside of Australia.
Digital Content and Third-Party Platforms

(29) MP shares information and engages with you and the community by:

a. Operating the website domains www.melbournepolytechnic.edu.au and www.melbourneamep.com.au

b. Using a variety of social media applications such as Twitter; Instagram; Facebook; YouTube; and MP Thrive app

¢. Making online academic support services available to officers, employees, contractors, contracted service
providers and students, including Studiosity, Moodle and Zoom.

(30) Please refer to the Privacy Statement on MP’s websites for further details about how your information is handled.

(31) Regarding applications and services owned by third parties that have their own privacy practices and procedures
which are different to MP’s, MP will take all reasonable steps to ensure the security of your PIl & PHI in compliance with
Privacy Laws.

Blended Learning and Teaching (Videoconferencing)

(32) MP remains aware that a blended learning and teaching experience must still recognise the need for privacy for
both MP’s employees, associates and students, and complies with all regulatory obligations as set out in the present
Privacy Policy.

(33) Further information on privacy requirements and Blended Leaning is available in the Zoom Recording Privacy
Notice.

Privacy Impact Assessment

(34) MP undertakes Privacy Impact Assessment as part of a proactive risk management strategy, to assist employees
in identifying information management and security risks, and in identifying and evaluating solutions to mitigate those
risks in compliance with the Privacy Impact Assessment Procedure.

(35) Risks identified in PIAs will be entered into Protecht by the Senior Freedom of Information (FOI) & Privacy Advisor
to ensure appropriate management of those risks.

Procurement & Contracts

(36) All contracts entered into by MP:
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a. Must follow an approved procurement process including internal review/consultation of the contract by the
Information Management and Security team to ensure third-party vendors’ privacy and security compliance
with all Victorian privacy laws including but not limited to the Privacy and Data Protection Act 2014 (Vic);

b. Must include provisions related to appropriate safeguards for protection of Personal and Health Information.
Advice from the Senior Freedom of Information (FOI) & Privacy Advisor must be sought where PIl & PHI is to be
transferred outside of Australia.

c. Must follow the Privacy Impact Assessment Procedure.

Breaches

(37) Breaches of policy compliance may result in disciplinary action being taken against the offender respectively in
accordance with the Employment Policy, the Personal Information Management Procedure, the Code of Conduct Policy,
the Acceptable Usage (Students) Policy, the Acceptable Usage (Staff) Policy, Information Security Awareness Policy
and all related policies and procedures of MP.

(38) Substantiated Breaches will be reported to the Risk and Compliance Department and entered into Protecht by the
Incident Manager.

Complaints

(39) An individual has the right to complain to MP about the unauthorised use, access, disclosure, modification or loss
of their PIl & PHI by MP, whether deliberate or inadvertent in the conditions organised below.

(40) An individual who believes that MP has engaged in an act constituting an interference with their privacy may
make a privacy complaint to MP in accordance with subclauses a-e.

. Complaints should be made within six (6) months of the time the complainant first became aware of the alleged
breach;

Q

b. Where the complainant is a currently-enrolled student or recent graduate (12months) of MP, any complaint
should be lodged via the Online Complaints and Feedback Portal will be dealt with under the Student
Complaints and Appeals Policy;

¢. Where the complainant is an employee of MP, any privacy complaint should be lodged in writing to the Senior
Freedom of Information (FOI) & Privacy Advisor via email at privacy@melbournepolytechnic.edu.au and will be
dealt with under the Employee Grievances Policy;

d. Where the complainant is neither a currently-enrolled student, a recent graduate (12 months) nor a current
employee, complaints must be forwarded in writing to the Senior Freedom of Information (FOI) & Privacy
Advisor via email privacy@melbournepolytechnic.edu.au. The Senior Freedom of Information (FOI) & Privacy
Advisor will be responsible for:

i. Appointing an appropriate person to undertake an investigation of the complaint and to provide
recommendations for an appropriate response to the appointed Investigator;

ii. Determining the actions MP will take;
iii. Providing a written response in respect of the outcome to the complainant, and
iv. Advising relevant MP personnel of actions required to remedy the interference with the complainant's
privacy (if any).
e. To be considered valid a formal complaint must include the following elements:
i. The name and contact details of the complainant;

ii. A clear and concise description of the alleged privacy breach or interference, including the date, time,
location, and circumstances of the incident;

iii. A clear and detailed explanation as to why the complainant believe Melbourne Polytechnic breached or
interfered with their privacy i.e. how Melbourne Polytechnic mishandled their personal information;
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vi.
vii.

viii.

. The personal information that is affected by the alleged privacy breach or interference;

The impact or harm that the complainant has suffered or may suffer as a result of the alleged privacy
breach or interference;

The outcome or remedy that the complainant is seeking from Melbourne Polytechnic;
Any evidence or supporting documents that the complainant has to substantiate their complaint;
Any steps that the complainant has taken to resolve the complaint with Melbourne Polytechnic.

(41) MP will make every effort to provide a result of its review to the complainant within 60 days of receiving a
detailed and complete complaint. If you are not satisfied with MP’s response to your complaint, you may lodge a
complaint with the Office of the Victorian Information Commissioner (in relation to personal information and/or
sensitive information), the Health Complaints Commissioner (in relation to health information), the Office of the
Australian Information Commissioner (to the extent that the Privacy Act 1988 (Cth) applies) or if the GDPR or other
jurisdiction’s data and privacy law applies, with a Data Protection Authority.

Section 4 - Responsibility and Accountability

(42) All MP employees, and associates of MP will be responsible for performing the duties of their employment,
appointment or engagement by MP, in accordance with the following principles:

a. Respect the privacy of personal and health information that they collect, use or disclose;

b. Comply with the requirements of all applicable personal data protection laws, this Policy, and its related
procedures and guidelines including the Personal Information Management Procedure.

c. Take all reasonable steps to keep the information secure including adopt a respectable behaviour that wouldn’t
impinge the security and safety of MP’s network nor the privacy of other students or employees while:

Being on MP premises;
Accessing MP network including all Digital Learning and Teaching environments supported by MP for
education purposes such as Moodle, and Zoom;

Using MP’s devices, especially by complying with the requirements of all applicable personal data
protection laws, the Student Code of Conduct Guidelines

iv. Complying with the Acceptable Usage (Staff) Policy, this Policy, the Acceptable Usage (Students) Policy

and its related procedures.

d. Report any suspected privacy or data breach to the Information Management and Security Team in compliance
with the Data Breach Response Plan using the Data Breach Reporting & Evaluation Form.

(43) All MP employees and associates will be responsible to:

a. undertake and complete the induction privacy training, the annual privacy training modules and periodical
refreshers from the beginning of their employment to the release of their duties, ensuring MP meets its privacy
requirements and obligations;

b. meet screening checks including national police clearance, background (employment history) and misconduct
checks commensurate with their roles and responsibilities and/or access to Pll & PHI at the beginning of
employment / engagement which must be renewed on a periodical manner in compliance with the Screening

Policy.

(44) The Senior Freedom of Information (FOI) & Privacy Advisor will be responsible for:

a. Controlling and maintaining the Privacy Policy;

b. Administering this policy, including conducting Privacy Impact Assessments (PIAs), monitoring compliance,

Page 7 of 10


https://policies.melbournepolytechnic.edu.au/directory-summary.php?legislation=5
https://policies.melbournepolytechnic.edu.au/document/view-current.php?id=285
https://policies.melbournepolytechnic.edu.au/document/view-current.php?id=303
https://policies.melbournepolytechnic.edu.au/document/view-current.php?id=317
https://policies.melbournepolytechnic.edu.au/document/view-current.php?id=283
https://policies.melbournepolytechnic.edu.au/download.php?id=759&version=3&associated
https://policies.melbournepolytechnic.edu.au/document/view-current.php?id=284

informing training and assisting employees on privacy issues, responding to requests concerning the access to
any PIl & PHI or privacy complaints and investigating potential privacy breaches;

c. Being the contact point for the purposes of the GDPR.

Section 5 - Definitions

(45) For the purpose of this Policy the following definitions apply:

a. Blended Learning and Teaching: means that students will be connected to learning and assessment through a
combination of in-person and technologically enabled experiences.

b. Confidential Information: all data, in its original and duplicate form, for which there is either a legal, ethical, or
contractual requirement to restrict access. Confidential information must be restricted to those with a
legitimate business need for access. For example: financial information, system access passwords, building
plans, tenders and contracts, information about a third party with whom Melbourne Polytechnic has a
commercial relationship, etc.

c. Data & Privacy Breach: Unauthorised access, misuse, disclosure or loss of any Confidential Information,
Personal Information or Sensitive Information held by Melbourne Polytechnic. Data Breach refers to any type of
information whereas privacy breach relates to any PIl & PHI.

d. Digital Learning and Teaching environment: means an education environment in which digital technologies are
electronic tools, systems, devices and resources that are integrated into a learning and teaching environment
that is collaborative; enables learning that is inclusive; in the best interests of the students and, creates
opportunities for all learners using different delivery modes. It is a learning experience that requires a
combination of technology, digital delivery of content, and teachers and students working in a collaborative
approach to gaining knowledge and skills. Common examples include Moodle and Zoom sessions.

e. Employees: refers to all former, current and prospective employees, officers, agents, contractors and
subcontractors of MP.

f. Health Information: means information or an opinion about
i. your physical, mental or psychological health;
ii. any disability you may have; or any health service provided or
iii. proposed to be provided to you.
g. Notifiable Data Breach scheme (NDB): means eligible data breaches that fall under the Commonwealth

mandatory reporting scheme. As a Tax File Number Recipient, this applies to MP in relation to any unauthorised
access to, or unauthorised disclosure of, tax file number data.

h. Protected Health information (PHI): Protected health information (PHI), also referred to as personal health
information, is a subset of personally identifiable information that specifically refers to the demographic
information, medical histories, test and laboratory results, mental health conditions, insurance information and
other data that a healthcare professional collects to identify an individual and determine appropriate care.

i. Personally Identifiable Information (PIl): collectively or individually refers to Personal Information, Sensitive
Information, Health information, and identifiers.

j. Personal Information: refers to information or an opinion, whether true or not, and whether recorded in a
material form or not, about an identified individual, or an individual who is reasonably identifiable. Common
examples are an individual's name; age; date of birth; contact details; address, bank account details, medical
records, image (as recorded in video footage or a photograph).

k. Privacy Impact Assessment: means a risk analysis tool to identify and mitigate privacy and data protection
risks, and to identify and evaluate privacy solutions.

I. Sensitive Information: refers to information or an opinion about your race; ethnicity; political opinions; trade
union memberships; religion; sexual preferences; or criminal record.
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